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Roaming Defense

Protect your devices when they leave
your network - anywhere, anytime.

Key Benefits

Wouldn’t it be great if you could take all of the security and protection
that you get with your DNS Defense with you on the road? Now you
can with ThreatSTOP’s Roaming Defense. Our light-weight endpoint
solution easily installs on your roaming devices to block malicious
connections and prevent data theft.

• Automatically deliver the latest
actionable threat intelligence to your
roaming devices.
• Blocks or redirects malicious and
unwanted DNS queries in real-time.

Weaponize Your Threat Intelligence
Like other ThreatSTOP services, Roaming Defense leverages a comprehensive
and authoritative database of IP addresses, domains and the infrastructure used
for cyberattacks. When selecting a threat intelligence service, it is not the size of
the database, but accuracy that is important. ThreatSTOP’s world-class security
team curates the latest threat information and cross-correlates threat data
against multiple public and private sources to ensure a high degree of accuracy
and prevent false positives. Policies you customize are continuously and
automatically updated to protect your device against new and emerging threats.

Who is it for?
Roaming Defense is a great companion for your on-network DNS Defense and
perfectly suited for your team members that regularly travel off-site and beyond
the safety of your corporate network security.

The Competition
Unlike other services that only tell you when you’ve been breached, ThreatSTOP’s
Roaming Defense blocks the threat before it can attack. Additionally, other
endpoint solutions send your data to their cloud, where you no longer control
your DNS traffic basically anyone can see it. ThreatSTOP’s Roaming Defense is
the only solution that doesn’t. Because we are essentially putting put a DNS
Firewall onto your roaming device, your DNS traffic stays under your control,
right where you want it data remains for your eyes alone.

Compatibility
ThreatSTOP Roaming is compatible with Windows and Mac OSX devices.

• Create user-defined policies that fit the
unique needs of your organization.
• Reports and alerting tools that can be
tailored for both admin and end users
access.
• Cloud-based, easy to manage and quick
to install.

How it Works

1

Select from expertly-crafted threat protection
policies, tailor a perfect fit by creating your
own whitelists and blocklists.

2

Policy updates are sent automatically to your
appliance containing up-to-the-minute threat
intelligence to protect against current threats.

3

Devices can now enforce those policies to
protect your network from inbound attacks
and outbound malicious connections.

4

Event logs are generated providing visibility
into the traffic that was blocked prior to
reaching your network.

5

View powerful reports about the threats
targeting your environment, and details
of potentially infected devices to expedite
remediation.

Additional Benefits
Scales to Protect Network of All Sizes
A broad-based solution that leverages DNS to protect every device connected to
your network, it can protect any network, from virtual cloud networks to branch
LANs to the largest carrier networks. It protects all devices, any port, any protocol
and any application.

World-Class Hosting, Reliability
and Performance
The service is operated across multiple world-class agship data centers oering
N+1 or better redundancy on all systems. Through implementation of anycast
network technology, customers are ensured higher availability and resilience
against brute force attacks. With audited security protocols, the service meets the
international service organization reporting standard SSAE 16 for SOC 1, 2 and 3,
Type II reports.

ThreatSTOP is a SaaS company that develops cloud-based, automated threat intel and policy solutions for
corporate network ecosystems. To request a demo or speak with a salesperson, please contact
sales@threatstop.com or call 760 542 1550. Visit www.threatstop.com for more information.

